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MEMORANDUM FOR : The President's Foreign Intelligence Advisory Bo*ra 

SUBJECT : safeguarding Intelligence end intelligence Source# 

and Methods (Recommendation No. iO © i the 
October 4, 1961 Feport to the Pt eel dent by the 
President'* Foreign Intelligence Advisory Board) 

REFERENCE ; Memorandum from The Special Assistant to the 

President dated 11 October 19 61 subject as above. 


In accordance with the recommendation of the President's Foreign 
Intelligence Advisory Board which was approved by the President, I am 
submitting this report on actions taken to implement action 102 (d) (3) 
of the National Security Act and Section 5 of the National Security Council 
Directive No. I relating to the protection of intelligence and intelligence 
source* and methods. 

The information requested is set forth in four sections, namely; 

a. Legal Authority of the Director of Central Intelligence 
for Protection of Intelligence and Intelligence Sources 
and Methods. 

b. Actions and program* of CIA for Protection of Intel- 
ligence and Intelligence Sources and Methods. 

c. Actions ami Program® of USI3 for Protection of 
Intelligence and Intelligence Sources and Methods . 

d. Actions and Programs o i the Clandestine Services for 
the protection of Intelligence ami intelligence Sources 

and M ethods . /• / ■ . 

I - . K / t M ( :{"*-■ 

r. ..... i •. a a - --»■ - 
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Authority of the Director ef Central Intelligence for 
Protection of fetelligence and Intelligence Sources and Method*. 

Tfee fif«t fennel assignment of responsibility for ** ***** 
emcee end method* to contained to paragraph Id — 
ective of Jenuery **, 1944 which established the Ket tonel 
Authority and the Central Intelligence Cr«^. This ^eatme rea ^, 
the conduct of their activities the National Intelligence Authority and the 
Director of Central Intelligence efaell he responsible *>* ftdly rrtHictingt 
intelligence eowces and method*. « Tto* pro^e^ «**»* 

cession* daring the drafting of this directive to wntoh to * 

Ugenee agencies «*pre**ed concern tone* their ^JJ**“** 
weald ha eeenlred and retained by the new fcnelligencs Group. 

Secegntotog thet the control* they bed established *^hto their agenc y 
would not be bindtog ee toe Central totelUgme Gmp. *"£***? 
Miure that toa Group (and toe Kattonel intelligence Autowttyl would he 
responsible for protecting their source* end tntohed*. The ** 

eetM embraces all aspects ef intelligence source* tod methods including 

the military intelligence agencies. 

to toe National Security Act ef 1947. the third proviso <* *« <*> [*> 
read*. *% . . Thet the Director of Central Intelligence *hall he reepMihle 
tor protecting intelligence sources end mothed. from 
closure, M T]u» is no record of any congressional debate *y» provi* 
or of any legislates history, and there is. thtoefere. no &*&****?* 
ef toil bUadassigmnettt of re.pcmsibUity. The addition ef ton word* 

’’from unauthorised disclosure" carries an implication U 

broader then the wording of the Presidential Directive, ft should be 
aotsd, however, that the first proviso of toe same section ef the 
Security Act provide*, **. ..That to* Agency *heU *T* 

neeto, law-enforcement power*, e* internal-security function* and the 
Presid e nt ial Directive had similar language. » would appear, therefore, 
t>.y » to carrying out this responsibility the Director is limited to the 
development of policies and procedures designed te afford the repaired 
protective and to such investigations into toe procedures and their admin - 
toil short of police or actual i^nal-^urity futons. 

W ithin the Agency, the Director ha* hi* administrative nsteeMtiea to 
enforce Me control*, but he ha. no such direct authority throughout toe 
rest of toe intelligence community or ever other recipient* ©f the intel- 
ligence product. 
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A sHa as ssd Ifa emgpmmB el CIA fw "‘* ute skies el 
igMiSIji aan Md l a tolltgssae Sow« sbs iWWt* 


ItU it.wnl nUiT«<a» cmMt m*atn*t* ±fm*T * *• •?* *? • 

ji OitiMrirl sei tatrtHgtnf* intori»et*e» onl y dejert- 

«ad «|«mIm i< fl» 0* *« ********* ** 

adonil security* fciw* * w»d tor seeb Ww»*«^ *£™*!T* 

*»4 ftg«»l«t ISI fctt* «• —»•"» « * *• *— 

ttoM m gtoy i w wit bis Mr Jertodictton wfcs to*e * ”«••* *• *■*"* «* 1 

who «t spprepr ta to ly classed. 

Within d& ^»f ef Wb CIA jnwiRtd isealUgencs «b4 

£hit MritttMCt rtt *lT>< tt*m •*>* mt Aipwtiawtt •** sgesetoe ^ 
fatw cwtw gtd to CBfftlt thst wiy tiw« * Bl f*®J**f *** 

tefan nitbs to tabs pe r f o r t na see si tfarft teti a s w eMeriaed 

SSL*. Tb» mum * totems**# *» «**! ««****»« 
ortgtastor*, *nper<?too** as* dtoseftstototoe <aa * > ^ ****** “**J***1 

the principle 0 # «ts»»d to kapr*’ to properly n»eiHd to ibe protection «* 

totUtgiM* *«StrC«J[ «»4 Ki*tlK>C*». 

A prtoetosl lector Is tbs protoct tea el toferaaatton to tbs eetobitobmeat 
«f ctsitoMtet of btob tofocmsttoa mM atttoittoa. Tbto to*****- 
plisbod by nntoM etceetoro, eptwtol cbweto **d criteria, tor tbs 
lag dUsrrdsstiaa ef btonuMm tal cwittei •* wtifl |«M 

mechanist*’* tor too Mtottbn ead iiptoftiMim sf t ntrt* 4 gsncs» ^ 

Tbs tolsrwsitos ftowtog Mogb Ms eyetoxns to MM «• 
by rssrbtog*. control potato, ctoody sod storage, clearance of psrs^^J 
having access sod c e a ttossa s weaHertag and freqnent reetew to enewe th * 

measure*. 


Is toe {isid el intelligence operations elabo rat e measure# are token 
to c tw ere tfee protection of tbs ideuttty of ceeert personnel, p roject* 
smd snHtiltlss to aoy tocaa el ciiBWiiittoss concerning tosss spe ration*. 
r>*u4swyrri*i cryptoeyna*, altosse and «fi»er cnwcealffig 4*vte« w* 
dtaiMd to protect totoUlgsnes coerces and osstboda and to tender say 
coRunmksticm tost rosy toll into unauthorised hand* rtWirdy *nt»H*tg?e»*. 
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A key factor Ift the protection of intelligence and intelligence *o»rce« 
and methods la the physical security program employed to protect CIA 
baildin*. and installations both in tha United States and overseas. The 
provisions of Executive Order 10501 are carefully followed supple- 
mented to meet the special security protective respfrenwrats deemed acc- 
essary for Agency interests. CIA buildings are ***** 

E mpl oyees are admitted on presentation of photographic identification 
badges. Visitors are admitted only on official business and atosay. under 
excort. All classified material is strictly controlled, is stored In safes, 
vaults or secure areas and is never loft unattended. There «rec®»*in»©ua 
security inspections to ensure that the protection of classified intern- 
sence is properly maintained and that there are no inadequacies in our 
physical security program. Any security violation is pr omptly dealt 
with, and our regulations establish disciplinary action to ba taken. 

The Agency is seriously concerned with the possible technical pene- 
tration of Agency facilities which might result in a compromise of intel- 
ligence and Agency activities. An active program of »^ «"■*** 
measure inspections and capabilities has been developed to nullify this 

threat. 

In regard to the above measures designed to protect Agency infor- 
mation and activities* there U the fullest degree of cooperation between 
all components of the Agency and the Security Office. Any ^ t **^°* 
information that indicates there is e possible penetration, an unauthorised 
disclosure, a loss or theft of property or intelligence docm®«dsreeults 
in on immediate investigation. The full assets of the Security Office and 
the Agency are employed to resolve the issue. Frequently, the in d i cation 
of * possible compromise of Information concerns intelligence which has 
been disseminated to other departments and agencies. Through aecurtty ^ 
liaison channels the investigation is often extended te the other departments 
concerned and the other services respond with the fullest cooperation. 

This frequently results in a Joint investigative effort. In this master tee 
Asencv exercises its constant concern over the protection of intelligence 
aaad vigorously pursues any indi c a ti on of a weakness in its protective system. 


4 


Approved For Release 2002/08/2-JgJj|^P80B01676R000800070019-9 



Approved For Release 2002/08/21 : CIA-RDP80B01676R000800070019-9 


2. Personnel Security. 

«, Policy; From its inception the Agency h** recognised tfeei * 
primary toctor to the protection of intelligence to the 
reliability of intelligence personnel having wcm* to intelligence 
information. To this end. the Agency he* it* poUcy 

to accept for employment only Itoit individual* wIm» are excel- 
lent character, unquestioned loyalty, integrity, siseretiea Aa-c 
trustworthiness. Employment of todlvidaal* moot be cleerly 
consistent with the tote*** to of the national ••corny. All 
positions occupied fey staff employees are <toeiytur.ee a • • eensitive 
under Executive Order 104.50. 

I*, dmufeace Procedures ; Security toveetigetioB of •» epg&toast 
I* conducted fey CIA. Such investigation «oe<snpsa#t« a verifi- 
eation of the applicant's claimed employment, education, refer - 
o n ** * ” end residences. In addition, a check of appropriate Federal, 
•tote and local records to conducted. The toves tigstien conducted 
exceeds the minimum standard* for Federal employment a* set 
forth In Executive Order 10450. The result* of each security 
investigation are evaluated fey professional security personnel 
and a determination to made as to the suitability or uen-euitaMllty 
of individual* for employment. la these case* where a person to 
determined not suitable, such case* are personalty reviewed fey 
tto Director of -Security who makes a final dettprminatfen. 

As part of the security investigation, applicants, upon entrance 
on duty, are accorded a polygraph interview in order to verify 
pertinent security fester* developed during tovestigaUe* and to 
establish toe applicants* acceptability under Agency criteria. 

la addition, to order to determine the euitatolily of an applicant 
for employment, each applicant is requited to undergo a medical 
and psychiatric examination. 

c . ^scurlty Peview : Whenever personnel actions are taken which 
effect a change of "an employee 1 * status, a security review is con- 
ducted. This would include cases of assignment overseas, change 
to marital statue, marriage ts aliens and similar happenings. The 
Director of Central Intelligence to briefed fey the Director af Security 
on any problem cases «© that he will fee apprised continually on the 
status of the Agency’s security program. 
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d. ReinvestigatiQn: M order t© ensure that employees con tinue to 
meet the suitability criteria for employment, a security reinvesti- 
gation program is conducted on a five year cycle* As part of 
reinvestigation each employee may be afforded a polygraph exami - 
nation to ensure that classified information has net been divulged t© 
unauthorised persons. 

Employee Outside Activities; To ensure that Agency personnel 
do not jeopardise their official assignment or inadvertantly dis- 
close classified Agency material, there are limitations placed on 
the outside activities of Agency personnel. For example, all 
writings for publication or speeches whether they involve intelli- 
gence or not require prior security approval; private employment 
and memberships in organisations must be approved In advance fay 
security, and advance security approval is required for all private 
foreign travel for which complete itineraries must be submitted 
and appropriate security briefings given. 

3. Security Officers Assignment. 

Professional career Security Officers are assigned to stations and 
bases overseas and domestic projects, installations and components 
in every case where professional security support is indicated as neces- 
sary. The Security Officer is under the direction of the Chief of Station 
or Base mid is responsible for ensuring the security protection of per- 
sonnel and physical assets of the Agency. To this end. Security officer# 
are thoroughly trained in all phases of security and are capable of acting 
with a minimum of guidance from Headquarters. 

4. Briefing of Persona Assigned Overseas. 

Personnel prior to overseas assignments are security briefed as to 
the nature and extent of the local hostile threat which may exist against 
U. S. installations and personnel, end actions they must take if they feel 
they are a target of the opposition. Personnel are also thoroughly briefed 
as to hostile penetration and surveillance techniques, risk of capture 
possibilities and resistance techniques to hostile interrogations. Also 
included are c ounte r audio demonstrations and protective measures to he 
employed. Upon arrival at the overseas station or base, the employee 
is given additional briefings on local security, cover, operations and 
personal conduct factors. 


<> 
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S. Security GoarCttaatiun. 

..fud to M* C o»«rt ««»*.«> a«r ^ 

Agency* *WT *»eide«t. #e*pt«ia» or •« * lnTOtl . 

ig ifcU Moetmtion i« the *ubj*«* e< an immediate mad *?wW«* d 
aJlUoa , ja^eh Instance* <m* full resource* are employ** to * fa 

problem. The Mxmetoi e of Central faUeUige^ce ^ ^ 

UKritf of iacl4««U *f tbU ^, 

information pertaining to oar employee* »•» of ^ Govern - 

nation of oar Seearlty Office with ether e«curity compen«nt* o£ t^G^e 

m«*. WitM* the A««*y tb*x. « *«» ««•«*-««> S^*y 

*»<# CoMt«rtet.ni*«e. far ■> « ^j” , 1 y 

indication of eeasfible pmsetratien. ^ hi* * attends t© the 1 
relationships with friendly foreign intelligence and security ••*'**** for 

inve.tig.ttv. 1»4*. II- * c «“ r f fct * m T f* A * * ffL J, 

through the loU coortta.tt« - 

the threat to intelligence .eurees end method* oe property ccatma 

Action* and Programs a< B$1A for Protection 
of Intelligence and Intelligence source* ast Method*. 

Security Committee oi 


1* ______ 

The Security Committee wee established on hdnrch *4, HS1, »* e 
standing Committee of the U3B3 for the purpose of auvisin*. assisting mu* 
^k^recommcn4ati OTS to the Board for the development an* w*«J* 
security standards »• they relate to the protocttea of T^rthm* 

intelligence source * and method* ££££ hi* 

the Committee U to advise and a**iet the Id in «« exerci*e of m 
responsibilities to investigate unautborUe* uiacleaures a indulgence anu 

of intelligence scarce* and method*. 


Investigation of Unauthoris ed Disclosures. 


T v_ rammittee has investigated seven reported unauthorised ais- 
Tia C “^"** to wi to.ttBc*. u» CaoanllW. te* 

closure* of classified intelligence. *» ** v “ *“* ’ a.**--***. 

tattUMd . review of clM.IIU^ taiolli*— :o 
which clM.lfloa report the inform.#.. 

rraet of the investigative action, the Committee initiate 1 * review os previ a y 
^bufhlS o^r^UceUou. to <leterr..in« or not «*» Wormettoe «r 

have appeared previously in the overt prams. 
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Sa mm tomtom an ad hoc investigative irking group of 

invest i&tobm reptessatotivee from the ffiSJB agencies and i^^tteuNU 
e«i4iKt«4 tom mere than a ywr m ssftsaslve tetwHfittw » eaatohoriead 
dlictoiwi olUgMy dasstited htaUigmce Mtarmattee. Th* •* ^ investi- 
gative loiSdai i«w$ Iwwtt^ttw ImAi and utilised iffttv toeh- 

n&gse* to avoid d^Heithu investigation and to ensure thorough c average. 



on "Ptoctosura of Oasalfied Intelligo<aca"of 


Um ^rMtteatat £>ijr active «m w waaite irt by the ittwtty Cwrnrnittee 
» result tomtit* Into reper ted unauthorised MttWwrtt. 

The Directive call ad a i«fUw d wiitiaf fwe»&f« for the control of 

classified intelligent* and for corrective ecttoe to be taken ^tore th*re 
Is undue rtUiaee upon routine iwWditwSin methods tor control or where 
other inadequacies ere found. The responsibility of the i nt e lligen ce chief 
wee established to esses* the rich to totoUigetuse sources end methods In 
eech instance where classified information -wee proceed for release out- 
side of isttoti r td channels. 


Am Agreed Guidance paper tor implementing the Presidential tlr active 
wee ap p roved by the Board on If June 1168. This guidance Ml forth as 
appropriate uniform practices and precede res tot the central ef class tiled 
intelligence with special reference* t© sensitive intelligence. At thto time, 
a new merit tog -was MUG KOTtCE - iiwtmf 'iOimcKS AJfB umrtmm 
UfVOi»YSO M wee isnredaced which would clearly identify each iaferraattoA 
as esnsftiv* ud requiring, iptiti controls and a severely limited distribution. 
Eech department end agency within toe intelligence community caused e 
review to be made of Its sadetiag practice* am? procedure*. la certain 
in* toxica*, thla resulted in the revision ef satiating departments! regulations 
to ensure the bettor protection ef sensitive I n te llig ence. 

A report of tiie action taken by toe departments and agenda* to imple- 
ment the President* e Directive was forwarded to the Special Assistant to the 
President m 4 Povwmber 196©. 

4. Fersocnel Security Pre cedars* ae ef I July IH| tor fa t si ll gas es Par*oaa*l 

of ggfB Member Agsaeie* w tom«u*mto to improve Standards 

el Pprsae affisacu^^ 

Ae a roeult of the defection of the two K3A employee* end at the request 
of high authority, the Director of Central IntsULigcac* on 7 September 196© 


$ 
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4ir«eto4 to* &****&r 

mmtottoU. Ttw C**»ct»r of C*a**1 ^ ^ fanwwtd 

to etutfit *a* «**»** r^ororo«Bia»H*»« •» 


caiw44*WM^*® fc* §*w» 


. . - -^rj. 1 1/2 to lufTTf tho USJ» to as&tevo u*tf»r»»Uy »»« 

IfTinrtt — J ,— foe the coMrel el dUeemJaMiea ead »• of to** 1 * 5 **" 1 * 

TSe-r—». itutuwd « «*»•"• “f , 
S^S^rSTe^*** ta J^L.eJ^»~cUce. «*%»»££, 

S» tM.Uig.ee. eoruMMttr »* » <**« **•"*“•* “ a fl***™*' 
Ttm r*t*momt co».We.«U» totb. reth.ieti • [ ;' ^”/ < ^ ^,, I , d 

a- — 

roforence to origioottog agoneies. 
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